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Introducing a Radically New and Patented 
Concept in Internet Password Protection!

Point to Point
Protocol

Password
Protection
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What is           ?What is           ?

P5 incorporates a new dimension to uniquely 
identify an Internet password… TIME

Why use            ?Why use            ?

P5 is more secure than 128 bit encryption 
without the complexities of decryption.
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Why does           work?Why does           work?
P5 takes advantage of the Internet’s capability to 

accurately maintain time intervals between messages, 
once a connection has been established.

How does           work?How does           work?

P5 paces outgoing and measures incoming 
timing intervals between Internet messages.
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Message PacingMessage Pacing
P5 transmits a special Internet password 

sequence that precisely paces the outgoing time 
intervals between each of its messages.

Message MeasuringMessage Measuring
P5 then receives the special Internet password 
sequence and precisely measures the incoming 

time interval between each of its messages.



5

Messaging SequenceMessaging Sequence

P5 sends out a sequence of timed Internet 
messages formatted as a password.

Password PacketsPassword Packets

The password is sent and received as a group 
of messages comprised of special P5 packets.
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Password VerificationPassword Verification
Once the packet sequence has been completely 

received, P5 then compares its measured password 
time intervals against the expected durations.

Password AcknowledgePassword Acknowledge
After the receiving computer processes the 

password sequence, P5 then returns an Internet 
acknowledgement indicating success or failure.
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Packet FormatPacket Format

The special P5 packet format is comprised of 
a prefix, suffix and a password character.

Packet TimingPacket Timing

P5 inserts predetermined outgoing time intervals 
between each P5 packet.

PrefixSuffix C
Password Packet

Outgoing 
Time Interval

C
Password Packet  Number 1

A
Password Packet  Number 2

P5’s Metered
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Internet TimingInternet Timing

Transmitter 
(Client)

Receiver 
(Server)

Internet

The Client paces and transmits predetermined time 
intervals between P5 packets across the Internet.

Every time interval between P5 packets is accurately 
preserved across the Internet.

In turn, the Server receives and accurately measures 
the incoming time intervals.

C
Password Packet  Number 1

A
Password Packet  Number 2
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Password SamplesPassword Samples

The two passwords above are literally the same, 
however, they are unique because of their timing.

Client A Server A“MY” P5 password using CAT

100 msecs200 msecs
Client B Server A“YOUR” P5 password using CAT

50 msecs 150 msecs

CAT

CAT
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Password PermutationsPassword Permutations
WITHOUT TIMING INTERVALS CONSIDERED:

Three Character Password allowing 36 different characters: A-Z, 0-9

36 characters taken 3 at a time 

= 36 x 35 x 34 

= 42,840 permutations

WITH TIMING INTERVALS CONSIDERED:

= 42,840 x 1000msecs x 1000msecs

= 42,840,000,000 permutations

Security exponentially increases with each additional timing interval! 
One more character with timing increases the possible permutations to 

over 42 trillion! (DNA is one in 12 billion)

Cracked in a matter of 
seconds by dictionary 

attacks.

Would take 
an infinite 
number of 

attacks.
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Client & Server ComputersClient & Server Computers

Internet

Salesman’s 
Laptop (Client)

Data Base 
Computer (Server)

One scenario is an outside salesman wishing to 
securely access his factory’s database.
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The worker then presses Start 
thus enabling the salesman to connect 

his laptop via the Internet.

The worker enters the factory 
computer’s Port number and IP 

address. 

Server (At Factory)Server (At Factory)
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Client WindowClient Window

Next the salesman presses 
connect.

The salesman enters the 
factory’s computer Port 
number and IP address.
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Client WindowClient Window

The salesman enters each 
password character followed 

by its respective timing interval 
and then presses  Send.

The “Connection 
established” message is 

displayed here.
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Client WindowClient Window

The password and its measured 
timing interval results are returned 

(demo only) to the salesman in place 
of the usual acknowledgement.
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Server WindowServer Window

The password and its measured 
timing interval results are displayed 
at the factory Server (demo only).
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Client & Server WindowsClient & Server Windows

P5 Timing Verification

Sending P5
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HistoryHistory
The patent application for the password algorithm was filed in 
February 2001.

Later in 2001, password software was written to demonstrate the 
feasibility of the password timing concept between two directly 
linked PCs. 

In 2002, the password software was evaluated by a banking 
computer analyst. His area of expertise is in secure monetary 
transfers. The essence of his report is shown on slide 20.

Later that year, the password program was tested by Electronic 
Data Systems (EDS) and a favorable report was issued by their 
engineers as shown on slide 21.
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Continuing development during 2004 and 2005 demonstrated 
that the concept would indeed work across the Internet.

Patent #7,043,640 was issued for the P5 password algorithm in 
May 2006. See file “UnitedStatesPatent_7043640.pdf”.

Over the years P5 has evolved from a rudimentary PC to PC 
serial cable communication demonstration running under DOS to 
a sophisticated TCP/IP Windows application running over the 
Internet. 

The feasibility of this password program has been demonstrated 
over the Internet and the product is ready to be groomed for 
market. 

History History (continued)(continued)
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Computer AnalystComputer Analyst’’s Letters Letter
“Luna Labs reached their 
goal of making a virtually 

unbreakable password 
system. Their design 

exceeds industry standards 
by a quantum leap. By 

adding a third factor to the 
authentication process they 
have created a standard for 
a password, which exceeds 

DNA uniqueness for an 
individual.”

BankLetter.pdf (shipped with Presentation)
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EDS LetterEDS Letter
Results
43 tests were run by two 
individuals, using 6-9 
character passwords and 
random time intervals for 
each segment.
All tests met the test 
validation criteria

EDSLetter.pdf (shipped with Presentation)
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MicrosoftMicrosoft’’s View on Passwordss View on Passwords
"Any password that we can 
expect people to remember 
can be bruteforced,"
said Bruce Schneier, chief 
technology officer for 
Counterpane
Internet Security and 
author of several books on 
security.

MicrosoftViewPoint.pdf (shipped with Presentation)
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ARC Network Security White PaperARC Network Security White Paper

“The traditional barriers to 
adding network security 
technology to embedded 
systems have been 
performance bottlenecks 
due to computationally-
intensive cryptography 
algorithms and significant 
memory requirements.”

ARCNetworkSecurity.pdf (shipped with Presentation)
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Patent AbstractPatent Abstract
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SummarySummary
Requires less computer processing and memory overhead than 
encryption/decryption schemes.

Renders password character “sniffer” programs useless.

Password timing intervals may be changed dynamically upon 
each successful computer link-up over the Internet. (Supports 
rolling timing intervals)

Increased security with each additional character and time 
interval added.

The power of high speed or multiple computer attacks is 
reduced to zero if the timing criteria is not met. Hackers will 
not have the patience necessary to break in even though they 
understand the essence of the algorithm (ie. 42 trillion tries).
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Summary Summary (continued)(continued)

No key fob or additional hardware is required.

Works on small to large LANs as well as the Internet.

Ideal for embedded microprocessor applications with limited 
memory and slower processing speeds.

Lower processing overhead enables frequent verifications 
during computer Internet transactions.

Immune to computer dictionary and phishing attacks.
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Security ApplicationsSecurity Applications
Credit card verification terminals, 

Home banking transactions, 

Point of sale terminals, 

Utility (Electric, Gas, Water, …) networks, 

Factory automation networks, 

Embedded applications,

RFID communication, Smart cards,

Military radio, phone and satellite communications.
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Virus Trap Patent AwardVirus Trap Patent Award
During the P5 password development, an additional security 
device called a “Virus Trap Computer” was conceived.

A patent for this device was applied for in May of 2001.

Subsequently, patent #6,931,552 was issued in August 2005.

The final two slides depict the abstract and diagram for the 
Virus Trap Computer.

The Virus Trap Computer is easily implemented as a PCMCIA 
card for a laptop or as a PCI card for a desktop computer.

41 Patent Claims see “UnitedStatesPatent_6931552.pdf” file.
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Virus Trap AbstractVirus Trap Abstract
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Virus Trap DiagramVirus Trap Diagram


