Introducing a Radically New and Patented
Concept Iin Internet Password Protection!
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What is > ?

P> incorporates a new dimension to uniquely

Identify an Internet password... TIME A

Why use |.J!'i ?

P> is more secure than 128 bit encryption
without the complexities of decryption.




Why does P> work?

P> takes advantage of the Internet’s capability to
accurately maintain time intervals between messages,
once a connection has been established.

How does PH work?

P> paces outgoing and measures incoming
timing intervals between Internet messages.
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¥ Message Pacing

P> transmits a special Internet password
seguence that precisely paces the outgoing time
Intervals between each of its messages.

P Message Measuring

P> then receives the special Internet password
sequence and precisely measures the incoming
time Interval between each of its messages.




P> Messaging Sequence

P> sends out a sequence of timed Internet
messages formatted as a passwaord.

P5 Password Packets

The password Is sent and recelved as a group
of messages comprised of special P> packets.




P5 Password Verification

Once the packet sequence has been completely
received, P> then compares its measured password
time Intervals against the expected durations.

be |
¥ Password Acknowledge

After the receiving computer processes the
password sequence, P> then returns an Internet
acknowledgement indicating success or failure.,




P'ﬁ Packet Format

Password Packet

The special P> packet format is comprised of
a prefix, suffix and a password character.

P packet Timing

P>’s Metered

- EZEXEEDIE c I

Password Packet Number 2 Outgomg Password Packet Number 1
Time Interval

P> inserts predetermined outgoing time intervals
between each P> packet.




Internet Timing

Internet

Transm itter Password Packet Number 2 Password Packet Number 1 Recelver
(Client) CEWED

The Client paces and transmits predetermined time
Intervals between P> packets across the Internet.

Every time interval between P> packets is accurately
preserved across the Internet.

In turn, the Server receives and accurately measures
the incoming time intervals. 5




P5 Password Samples

|

P> password using Server AT 41

50 mSecs

——
LCfIient YA

Client B P> password using Server A T

200 msecs 100 msecs

The two passwords above are literally the same,
however, they are unique because of their timing.




Password Permutations
WITHOUT TIMING INTERVALS CONSIDERED:
Three Character Password allowing 36 different characters: A-Z, 0-9
36 characters taken 3 at a time
=36 Xx35x 34
= 42,840 permutations

WITH TIMING INTERVALS CONSIDERED:

P!’i = 42,840 x 1000msecs x 1000msecs
= 42,840,000,000 permutations




5 .
¥ Client & Server Computers

= Internet E

Salesman’s Data Base
Laptop (Client) Computer (Server)

One scenario Is an outside salesman wishing to
securely access his factory’s database.




P server (At Factory) .E.

¥ Server Config V1.2 @

Server Part: 2000

E;E!r'-.-'E!f I|':'|_|'|-'|’ 19: . 1E|E= 5

The worker enters the factory

computer’s Port number and IP
address.

The worker then pressesm
thus enabling the salesman to connect

his laptop via the Internet.




I Client Window

= Client Config ¥1.4

Server Park: 2000 =l Socket Tope
a o 'S
Server Addiess: | 192 . 168 . 1 . E7

Click, 'Connect' ta Connect ta the = 'Dizconnect’ to dizconnect from server.
Uze Send to Send pazsword or mes

The salesman enters the
factory’s computer Port
number and IP address.

Fassword i Mes:

Cannect

Disconrect

Next the salesman presses

ﬂ

HEN NN NEN .
ARRRNRN

Cloze ‘




= Client Window

% Client Config V1.4 (%]

Server Pork:

The “Connection
— established” message is
Use 5end o Send I::El g ::n:nrn:I l:llr Ful;- ElélE' B d i S p I ayed h ere.

M eszage:

Server ASddress:

Fazzword  Timing  Meszage view:

Connection established with server; 132.168.1.67 on port 2000

The salesman enters each
password character followed
by its respective timing interval

and then presses [

o s 5 i




P Client Window

% Client Config V1.4

Server Park: 2000 -] Socket Type
] [+ [

Server Addess: | 192 . 168 . 1 . K7

Click 'Connect' ta Connect ta the Server. 'Disconnect’ to dizconnect from server.
Uze Send to Send pazsword or meszage.

M eszage:

M eszage view:

Connection establizhed with zerver: 192.168.1.67¥ on port 2000
C [35 mzec)

&, 150 mzec)

T

FPassword

The password and its measured
timing interval results are returned
(demo only) to the salesman in place
of the usual acknowledgement.

i
0L EPES




P server Window

.
¥ Server Config V1.2

Server Part:
Server Address:

Chck "Start' to start the Server. "Stop’ to Stop it

Meszage view:
Server: AMSDELL, @dddress: 192.168.1.67 i= running on port 2000
|;:I: rechion _E :E:t-E||:l|i:E:}'EE=I:|

Serve M_!_- DELL, @address: 132.168.1.67 iz running on port 2000

TI

The password and its measured
timing interval results are displayed
at the factory Server (demo only).




| 5 = .
= Client & Server Windows

Client Config ¥1.4

Server Part: 2000 = Socket Type
= . r
Server Address: | 192 . 168 . 1 . E7

Click 'Connect’ to Connect ta the Server. Disconnect’ to disconnect from server.
Usze Send to Send pazzword or meszage.

Meszage:

i eszage view:

Connection egtablizhed with zerver: 192.163.1.67 on port 2000
C (85 mgec)

A 150 meec]

T

FPazsword  Timing

Dizconnect

[
=
T 1580
T
g W
rl_
g
rl—

Close

P> Timing Verification

Socket Type
i+ i

Click "Start' to start the Jerver. "Stop' to Stop it

Meszage view:

Server: AMSDELL, &
Connection E stablished
Server: AMSDELL, @dddress: 192.168.1.67 iz running on port 2000
C [85 mzec)

A (150 mzec)

T

Orezs: 192 163,167 i= running on pork 2000




P“ History

The patent application for the password algorithm was filed in
February 2001.

Later in 2001, password software was written to demonstrate the

feasibility of the password timing concept between two directly
linked PCs.

In 2002, the password software was evaluated by a banking
computer analyst. His area of expertise Is in secure monetary
transfers. The essence of his report is shown on slide 20.

Later that year, the password program was tested by Electronic
Data Systems (EDS) and a favorable report was issued by their
engineers as shown on slide 21.
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P H |St0 ry (continued)

Continuing development during 2004 and 2005 demonstrated
that the concept would indeed work across the Internet.

Patent #7,043,640 was issued for the P> password algorithm in
May 2006. See file “UnitedStatesPatent_7043640.pdf”.

Over the years P> has evolved from a rudimentary PC to PC
serial cable communication demonstration running under DOS to
a sophisticated TCP/IP Windows application running over the
Internet.

The feasibility of this password program has been demonstrated
over the Internet and the product is ready to be groomed for
market.




Computer Analyst’s Letter

“Luna Labs reached their
goal of making a virtually
unbreakable password
system. Their design
exceeds industry standards
by a qguantum leap. By
adding a third factor to the
authentication process they
have created a standard for
a password, which exceeds
DNA unigueness for an
Individual.”

BankLetter.pdf (shipped with Presentation)
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EDS Letter

Results

43 tests were run by two &
Individuals, using 6-9
character passwords and St L s sty

Security and Privacy Professional

Equipment: One IBM and one Fujitsu laptops, provided by Luna Labs with

random time intervals for N
each segment.
All tests met the test

cha s of

validation criteria S p—

be transm:

je Timing
LT

harzcter and the respective pass,
=r and time o

3 tests : run by
andom time intervals
ettt

Signed:  Bill Casti, CQA

EDSLetter.pdf (shipped with Presentation)




Microsoft’'s View on Passwords

"Any password that we can
expect people to remember

[print version] Passward mips

() News.Com

Passwor

BEw Robert |
i

sECUrty. For the most part, tao-facior autnentication Just adds cost, sakl
Charies Flizgerald, Micresoft's general manager of platform sirategles.

"The Move we made was driven by 3 securlly perspective, not an
operailonal-cost perspective,” he sald.

In Its Intemal push, Micresot s plioting Its own tachnalogy: Its

using Met-enabled SMan caros provided by Axalte, formeny known a5
Schiumberger. That puis Mg, Microsot's software plat'omm for running
software on any device, back Into compeiitlon wiih Sun kicrosystems’

Page 3 0f3
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Cards operating system falled o aliract developers. On top of that, is
Sal ru Ce C n e I e r C I e Fassport service, a foray Into online consumer ikdentity management. A | oon: Bxpensive b depioy:
] noi win over encugh service providers o bacome ussful. reCogntion DRObEMS CAN SOTUE
=
technolo officer for =
nMnancial IngtRutlons and otmer Iarge companies have only seen e tlp of It, sald Prakash Ramamurtny.
Last mantn, vize preskdent of products and technology for Obitx, a maker of lgenlity management systems.
3 5econd &4 Consumars and employess have muliiple accounts holoing personal Information, and an atiacker only
0 u n te r an e tens af thous| has to And the one witn ihe weakest securlty.
1o fog on to t
“Idendity Is one thing that Is belng duplicated.” Ramamuriny salo. “And when you have that Information
Mews.conig more ihan once, you have 3 securty hole.”

-
I n te rn et S eC u r I ty a,n d What's ney For the moment, kicrosast's plegging of that hole In Its Intemnal systms Is not belng cared over fo Its

Microsoft i technoiogy for consumers. People wiih pa5EWOrd worres will nave 1o wall ang see whether the company
passwords puts any provisions In placa in Bs sofiware.

author of several books on coam s

such as com

security. .

“Mowing to bl
this.” Gates |
PESEWDI‘GS.'

Fears about e-commerce fraug are adoing momentum to the sman-card Source: GNET News.com

“ENterprises are mone wiling to Invest to saive the problems,” MICTosoe plattorm strateglst Fizgerale
sald. “On the consumer sloe, | am not saying that we ars doing nolning In that space, but the things that
we have Elken about over the 13st feW We2Es Nave IIe 10 00 with conBUMmEns.”

Copyrignt &1926-2008 CNET Metworks, Inc. &ll rights reserved.
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ARC Network Security White Paper

“The traditional barriers to AR Pt Mot Sy Seboens
adding network security
technology to embedded
systems have been
performance bottlenecks
due to computationally-
Intensive cryptography
algorithms and significant
memory requirements.”

IPEec ve S50

ARCNetworkSecurity.pdf (shipped with Presentation)




2 Patent Abstract

USPTO PATENT FULL-TEXT AND IMAGE DATABASE

(s )i oanced e s )
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United States Patent 7,043 640
Pritchard, etal May 92, 2006

Apparatus and method for protecting a computer system

Abstract

There iz dizclosed an apparatus and method for protecting a computer system by prowviding an snproved password to prevent unauthorized access to the computer system.
The apparatus of the present invention generally comprises a password controller capable of comparing a received password attempt with a stored password. The stored
password of the present mvention comprises a tine envelope that comprizes at least one password segment comprising 1) an entry event, 2) a predetermined time interval
following the entry event; and 3) a terminating signal to mark the end of the password segment. Access to the computer system 15 authorized when password segments of a
password attempt match the corresponding password segments of the stored password. The stored password of the present invention generally comprizes groups of computer
readable characters separated by time mtervals of variable length. A time delay 1z added to each response to a password attempt i order to conceal the length of the time
mtervals within the stored password.

Tnwentaors: Pritchard; James B. (Fairview, TZ); Calcote; Clyde R. (Richardson, T2
Appl Mo 783049
Filed: February 14, 2001




P5 Summary

Requires less computer processing and memory overhead than
encryption/decryption schemes.

Renders password character “sniffer” programs useless.
Password timing intervals may be changed dynamically. upon
each successful computer link-up over the Internet. (Supports
rolling timing intervals)

Increased security with each additional character and time
Interval added.

The power of high speed or multiple computer attacks is

reduced to zero If the timing criteria is not met. Hackers will
not have the patience necessary to break in even though they
understand the essence of the algorithm (ie. 42 trillion tries).




S
B Summary conies

No key fob or additional hardware is required.
Works on small to large LANSs as well as the Internet.

Ideal for embedded microprocessor applications with limited
memory and slower processing speeds.

Lower processing overhead enables frequent verifications
during computer Internet transactions.

Immune to computer dictionary and phishing attacks.




> Security Applications

Credit card verification terminals,

Home banking transactions,

Point of sale terminals,

Utility (Electric, Gas, Water, ...) networks,
Factory automation networks,

Embedded applications,

RFID communication, Smart cards,

Military radio, phone and satellite communications.




Virus Trap Patent Award

During the P> password development, an additional security
device called a “Virus Trap Computer” was concelved.

A patent for this device was applied for in May of 2001.
Subsequently, patent #6,931,552 was issued in August 2005:.

The final two slides depict the abstract and diagram for the
Virus Trap Computer.

The Virus Trap Computer is easily implemented as a PCMCIA
card for a laptop or as a PCI card for a desktop computer.

41 Patent Claims see “UnitedStatesPatent 6931552.pdf” file.

28




Irus Trap Abstract

USPTQO PATENT FULL-TEXT AND IMAGE DATABASE

[ tome ][ ouick |[advanced]| patsum | teln |
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United States Patent 6,931,552
Pritchard, et al August 16, 2005

Apparatus and method for protecting a computer system against computer virnses and unauthorized access

Abstract

There 15 disclosed an apparatus and method for protecting a first computer system aganst an mtrusion such as a computer wirus of an unauthenzed access. The apparatus comprises a second computer
system that 15 coupled to the first computer system in a manner that permits the second computer system to receive all computer communications that are directed to the first computer system. The
second computer system detects an mtrusion before the intrusion reaches the first computer system. The second computer system deletes the intrusion by deleting the operating system and all other data
on the second computer system. After the compromised operating system and data have been erased, a clean version of the operating system and data is supplied to the second computer system from a
restoration controller within the second computer system, or from the first computer system, or from a backup copy of the clean version of the data.

Inventors: Pritchard; James B. (Farwew, TX); Calcote; Clyde R. (Fichardson, TZ)
Appl Mo 09/847,757
Filed: May 2, 2001




Virus Trap Diagram

US 6,931,552 B2
APPARATUS AND METHOD FOR PROTECTING A COMPUTER STSTEM AGAINST COMPUTER VIRUSES AND UNAUTHORIZED ACCESS
James B. Pritchard, 660 Meandering Way, Fairview, Tex. 75069 (UUS); and Clyde R. Calcote, 1009 Serenade La., Richardson, Tex. 75081 (US)
Filed on May 02, 2001, as Appl. No. 9/847,757.
Prior Publication US 2002/0166067 A1, Nov. 07, 2002
Int. C1LHD4L 2400
1.5. C1.713—201
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28 & wirus trap for protecting an associated host compuater from a computer virus recedved from an external source, said viras trap comprising:

atnass storage device for storing data and application programs;

an embedded processor for controlling the vinus trap and mnning the application programs;

a password controller for receiving and verifying a first-level password from the external source;

meatis, responsive to a positive verification of the first-level password, for recelving commsndications from the external source and supplying the communications to the
etbedded processor;

an integrity controller for mondtoring the data and application programs to detect unauthorized read or wiite operations; and

arestoration controller, responsive to a detection of an unauthorized read or wiite operation, for taking corrective action to erase corrapted data anddor applications
aszociated with the detected unauthorized read or write operation, and to restore the erased data andfor applications with uncormapted data andfor applications.




